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Aim of this Plan

To prepare this business to cope with the effects of an emergency. A summary of the process to be adopted in the event of a major disruption affecting business operations is as follows:
· Safeguard people and buildings

· Inform and assemble Incident Response Team

· Inform Recovery Management Team

· Assess damage

· Assess impact to business

· Continue to provide basic service if possible

· Decide whether to relocate some or all operations

· Invoke other serviced office arrangements/workplace area recovery service

· Salvage vital records and equipment, if possible from damaged building

· Move key business functions to the continuity site

· Keep brokers, head office and regulatory bodies informed of the situation

· Protect the image of the organisation

· Recover IT environment

· Recover basic business operations

Objectives

· To define and prioritise the Critical Functions of the business

· To analyse the emergency risks to the business

· To detail the agreed response to an emergency

· To identify Key Contacts during an emergency
Scope

This plan covers insert company name at insert address
Assumptions 
Enter any assumptions that have been made when completing the plan. 
Homeworking is possible via remote network access. 

Other branches are also available for remote working/supply if necessary at:

All of the local management team have mobile phones to which landline telephones can be diverted and emails responded from (short term). 

Branches utilise a common IT network managed and controlled via HO. A full continuity strategy is in place that will provide for the replacement of key emergency workplace and emergency IT for HO. IT support and plans are in place for its IT service provider to provide the company with the required system within an agreed timescale and with a data loss no greater than that set by the company. 

Arrangements have also been made for contact details of employees and their next of kin to be available, even in the event of access to the building being denied. 

This plan should therefore be read in conjunction any other HO or branch plans.  

Activation Criteria

If any of the following criteria is not met then contact other members of the Incident Management Team and agree a place to meet to discuss instigation of the plan.  

Incident OUTWITH business hours:

Access to the building is likely to be delayed by less than 2hrs after normal opening hours and disruption is likely to last for less than 4hrs and no injuries are involved, continue to monitor the situation until the risk has passed. 

Incident DURING business hours:

Access to the building is likely to be denied for less than 1hr and disruption is likely to last for less than 4hrs and no injuries are involved, continue to monitor the situation until the risk has passed. 
Maintenance of Plan

The plan must be kept current as personnel, equipment, facilities and business processes change. It should be formally reviewed at least every 12 months. 
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Hazard Analysis Table

Risk Matrix Score

A = HIGH Likelihood and HIGH Impact

B = LOW Likelihood and HIGH Impact

C = HIGH Likelihood and LOW Impact

D = LOW Likelihood and LOW Impact

	Hazard
	Impact
	Mitigation in Place
	Mitigation possible
	Max Tolerable Disruption Period
	Risk Matrix Score

	Telecoms Failure
	 
	
	
	Hours
	

	Local IT Failure
	
	 
	
	Hours
	

	Loss of electricity
	
	 
	
	Hours
	

	Key Equipment Failure
	
	
	
	Hours
	


	Hazard
	Impact
	Mitigation in Place
	Mitigation possible
	Max Tolerable Disruption Period
	Risk Matrix Score

	Fire
	
	 
	
	Days
	

	Denial of access to building
	
	
	
	Day
	

	Terrorism
	 
	 
	
	Days
	

	Extreme weather
	
	
	
	Day
	


	Hazard
	Impact
	Mitigation in Place
	Mitigation possible
	Max Tolerable Disruption Period
	Risk Matrix Score

	Theft
	
	
	
	Day
	

	Staff Issues
	 
	
	
	Weeks
	

	Water Damage
	
	 
	
	Day
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	Contact Number
	Deputy for BCP purposes

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Call Tree – Cascade Process

DURING office hours:

· Insert IRT member to call all incident response team members if they are not in the office at the time of the incident. 

· Insert IRT member 1 to call insert RMT member 1; RMT 1 to call RMT 2 & RMT 3; RMT 3 to call RMT 4 & RMT 5 & request IRT member 2 to inform remainder of UK branches. 
· IRT member 2 to inform all local staff. 

OUTWITH Office hours:

· Team member informed of or discovering the incident to call all incident response team members.

· IRT 1 to call RMT 1; RMT1 to call RMT 2 & RMT 3; RMT 3 to call RMT 4 & RMT 5. IRT 2 to inform remainder of UK branches once open. 

· IRT 2 to call all local staff. 

Incident Response Team (IRT) Contact Instructions

If person called is available:

· Brief them on the situation

· Advise them where and when to report

· Remind them to bring their copy of BCP, security pass/ID, mobile phone. 

· If they are part of cascade process – instruct them to commence cascade

If the person is not available:

· Leave a message including your contact phone number requesting person contact you urgently. In the event of the person being on holiday, contact should be made with their deputy noted above. 
Recovery Management Team (RMT) Contact Instructions

If person called is available:

· Brief them on the situation

· Advise them to standby for further updates and requests for assistance

· If they are part of cascade process – instruct them to commence cascade

If the person is not available:

· Leave a message including your contact phone number requesting person contact you urgently. In the event of the person being on holiday, contact should be made with their deputy noted above.
Staff Contact Instructions

If person called is available and it is DURING office hours:

· Brief them on the situation

· Advise them, if necessary, to go home (ascertain if this will cause them any problems) and stay there but call in to <insert Manager’s number> every 12hrs.

· Advise them they may be contacted on their mobile at any time.

· Emphasise that the information is confidential and must not be publicised.  

If the person called is available and it is OUTWITH office hours:

· Advise them, if necessary, to stay at home and call in to <insert Manager’s number>every 12hrs for further updates.

· Advise them they may be contacted on their mobile at any time. 

If the person is not available:

· Leave a message including your contact phone number requesting person contact you urgently

Task Priority Checklist
Record all actions in the log sheet
	Priority
	Task
	Person Assigned (insert initials)

	1
	Safeguard people
	

	2
	Contact Incident Response Team: See cascade process and IRT contact instructions noted above
	IRT member informed of/or discovering incident

	3
	Assess damage and initial thoughts on impact to business
	

	4
	Contact Recovery Management Team: See cascade process and RMT contact instructions noted above.
Obtain communications statement (i.e. what we can say) from the RMT prior to contacting external parties. 
	

	5
	Decide whether to work from local coffee shop, broker offices, home or other serviced offices. 
Decide who will go there. 

Decide who can work from home – have they got IT access/communications? 
	

	6
	Call staff – see Staff contact instructions noted above
	

	7
	Contact all key brokers and other relevant third parties.
Ensure unified message is communicated. Let them know who is working from where and how they can be contacted. 
	

	8
	Are there any vital records left in the office?
Can they be salvaged?

Are there any submissions not entered onto Subscribe in the office? If so how can they be replicated – call broker or salvage?
	

	9
	Are there any temporary/other serviced offices available for immediate use? If so, inform RMT and request facilities and IT involvement in set up
	

	10
	Update RMT on assessment of impact, communication with brokers, priorities and action plan, any assistance required. 
	

	11
	Update staff on progress and potential relocation
	

	12
	Identify any staff issues as a result of incident – lost items, money, etc – speak to HR for assistance
	


This list can be used during an emergency to assist your decision making when compiling an Action Plan as to which function needs to be reinstated first. 

Emergency Response Checklist

For use during an emergency

	· Start a log of actions taken:
	

	
	

	· Liaise with Emergency Services:
	

	
	

	· Identify any damage:
	

	
	

	· Identify Functions disrupted:
	

	
	

	· Convene your Response / Recovery Team:
	

	
	

	· Provide information to staff:
	

	
	

	· Decide on course of action:
	

	
	

	· Communicate decisions to staff and business partners:
	

	
	

	· Provide public information to maintain reputation and business:
	

	
	

	· Arrange a Debrief:
	

	
	

	· Review Business Continuity Plan:
	


Key Contact Sheet
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Log Sheet

	Date
	Time
	Information / Decisions / Actions 
	Initials

	
	
	
	


Instructions for Dealing with the Media

Company Media Policy
If approached for information by the local press, staff should politely decline to comment and should redirect all such requests to the Managing Director or nominated deputy. 

Dealing with the media (MD or nominated deputy)

Key messages must be developed carefully, particularly in a crisis. Deal with issues in an appropriate way and accord aspects of the situation the right priority, i.e.

· People

· Environment

· Property

· Money

Anticipate the journalists’ three main questions:

· What has happened?

· Who is responsible?

· What is being done to rectify the problem?

Key messages, letters, Q&A and media statements should all aim to:

· Isolate the problem

· Emphasise reasons why the company is reacting as it is

· Reassure key audiences, e.g. concentrate on positive aspects of having continuity plan. 

When delivering key messages and statements:

Give an impression of warmth and caring towards staff, neighbours etc.

· Keep calm

· Never speculate

· Always be seen to co-operate

· Be objective

· Be brief

The following statement should be issued by the Recovery Management Team:
a) assumes incident occurs while offices manned
<Location, date> – Today there was a <insert description of incident> at <insert description of location>. 

At this early stage precise details are difficult to ascertain and we cannot be certain as to the cause. We do know, however, that our people would have been working at the time of the incident. <Insert company name> undertakes regular practice evacuations to ensure that our people know what to do in an emergency. 

At this time our absolute priority is to our people and their families. An incident management team from <Insert company name> is in contact with the emergency services and will continue to be available to offer whatever support may be helpful. 

<Insert company name> will provide updates on a regular basis. A dedicated media team has been established. Please contact <insert details>.

b) assumes incident occurs while offices unmanned

<Location, Date> - Today there was a <insert description of incident> at <insert description of location>. 

At this early stage precise details are difficult to ascertain and we cannot be certain as to the cause. An incident management team from <insert company name> is in contact with the emergency services and will continue to be available to offer whatever support may be helpful. 

<insert company name> will provide updates on a regular basis. A dedicated media team has been established. Please contact <insert details>.
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